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[57] ABSTRACT 

Akey-lock operated security system utilizing a fingerprint of 
an authorized user to control access to the security system, 
such as the ignition system of an automobile. An intelligent 
key has a fingerprint scanning chip embedded in the surface 
thereof, and further has a microcontroller, a memory and 
electrical contacts to provide an intelligent key capable of 
scanning and distinguishing between different fingerprints. 
The scanning chip is interfaced to the microcontroller which 
controls the operation thereof and reads data from the 
scanning chip, to scan and correlate the minutia patterns of 
an individual fingerprint against one or more patterns of 
fingerprints of authorized users of the security system stored 
within the memory. A lock has electrical contacts which 
contact the electrical contacts on the intelligent key when the 
intelligent key is inserted therein, to provide electrical power 
to the circuitry of the intelligent key, and to enable a data 
signal to be transmitted from the intelligent key through the 
electrical contacts to a key-lock controller, which in 
response thereto controls security functions of the security 
system, such as the operation and control of the ignition 
system of an automobile. 

23 Claims, 6 Drawing Sheets 
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FINGERPRINT IDENTIFICATION SECURITY mechanism, several of the common approaches to auto theft 

SYSTEM are eliminated. The connections to the ignition switch are 

provided by data paths and logic lines; therefore, shorting 

BACKGROUND OF THE INVENTION the ignition wires will not jump or bypass the ignition starter 

5 system. Likewise, breaking the lock mechanism and rotating 

1. Field of the Invention the ignition switch will also not provide the proper data 
The present invention relates generally to a fingerprint signal to the key-lock controller. Moreover, if the key is 

identification security system, and more particularly pertains inadvertently left in the ignition switch, the security system 

to a fingerprint identification security system which is imple- will not recognize an unauthorized fingerprint of a potential 

mented in association with a key operated automobile igni- 10 toief, and will not enable the automobile to be started. The 

tion switch security system optional ability to differentiate between authorized users can 

2. Discussion of the Prior Art , be " Sed manu K fact ,r r '° tomize *» 

user interface of the vehicle or by the vehicle owner to 

Traditional methods of turning on the ignition system in customize the operation and use of the vehicle (such as to 

an automobile have relied upon a key operated, rotating prC set seat and steering wheel positions for each authorized 

cylinder lock ignition switch in which a key has an encoded 15 use r). 

pattern cut into an edge thereof. A mechanical rotating [ n accordance with the teachings herein, the present 

nimbler locking mechanism is coupled to an electrical invention provides a key-lock operated security system 

ignition switch, and effectively decodes the key and operates utilizing a fingerprint of an authorized user to control access 

the ignition switch. Later advancements have included a to the security system. An intelligent key has a fingerprint 

series of jumper connections embedded in the key which in 20 scanner embedded in the surface thereof, and farther has a 

effect, act as a programming mechanism for the key such as microcontroller and electrical contacts, to provide an intel- 

in U.S. Pat. No. 3,660,624, or the use of magnetic data ligent key capable of scanning and distinguishing between 

memory strips to encode user data as in U.S. Pat. No. different fingerprints. The scanner is interfaced to the micro- 

5,337,043. All of these locking mechanisms have shared a controller which controls the operation thereof and reads 

common problem; they can be relatively easily bypassed and 25 data from the scanner. The arrangement scans and correlates 

defeated, particularly by professional thieves. lhe mimilia patterns of an individual fingerprint against one 

~ , . j /» . . 1 or more patterns of fingerprints of one or more authorized 

Two common methods of automotive theft rely upon users of ^ ^ stofed within fl m A ]ock 

speed, and include shorting together the wires connected to has electrical contacts wh i c h contact the electrical contacts 

the ignition switch or breaking apart the ignition lock on the intelligent key when the intelligent key is inserted 

assembly to thereby defeat its integrity, and have not therein, to provide electrical power to the scanner and the 

changed much over time despite many advances in technol- microcontroller of the key, and to enable a data signal to be 

ogy. The risk to a criminal of being caught increases in transmitted from the intelligent key through the electrical 

proportion to the time required to steal a vehicle. A third contacts in the lock. A key-lock controller receives the data 

common method of automotive theft is simply due to the signal from the key, and in response thereto controls security 

carelessness of an owner inadvertently leaving the keys in 35 functions of the security system. 

the ignition. • In g rea t er detail, the security system is installed in a motor 

Higher levels of security for locking mechanisms have vehicle to operate and control the ignition system, and the 

been achieved by mechanical or optical scanners which key-lock controller controls ignition switch functions of the 

correlate some unique biometric parameter of an individual, 4Q motor vehicle. The lock comprises a rotating lock mecha- 

such as a fingerprint. One such scanning device is described nism which generates logic signals to indicate the rotational 

in U.S. Pat. No. 2,936,607. Scanners of this type, however, position thereof. In a preferred embodiment the memory is 

have been much too large and/or expensive to embed in a physically located within the intelligent key. 

typical automotive ignition key, and have only been used The microcontroller codes user profile data to form the 

effectively in large commercial or military applications. 45 data signal which is transmitted to the key-lock controller, 

cTT\/i\/f a d*v no tuc rKn^MnnM which then decodes me data signal. The key-lock controller 

SUMMARY OF THE INVENTION a microcontroller for decoding lh / data signalf and 

Accordingly, it is a primary object of the present invention transmits control signals to the vehicle ignition system to 

to provide a fingerprint identification security system which start and operate the motor vehicle, 

embeds a fingerprint scanning device or chip into an intel- 50 An over-ride switch is provided connected to the key-lock 

ligent key by utilizing a scanner chip which is available controller, and is used to temporarily disable the security 

commercially from Verdicom, Inc., 2338 Walsh Ave., Santa system, such as during valet parking or for mechanical repair 

Clara, Calif. 95051, and which utilizes the technological of the motor vehicle. 

approaches disclosed in U.S. Pat^No. 5>668;8*74, and also in Electrical contacts are positioned on opposite sides of the 

U.S. ?&i^^^0m\992 s assigned to Lucent Technologies, 55 intelligent key to conduct electrical power to the key and 

Inc. The present invention also embeds a microcontroller also to communicate the data signal from the key when the 

and associated circuitry in the key, thereby creating an key is inserted into the lock, and the scanner comprises a 

intelligent key capable of scanning and differentiating solid state scanner chip which is embedded into the surface 

between different human fingerprints, which present a very of the handle of the intelligent key. 

unique biometric trait for each individual. 60 The handle of the intelligent key is economically 

A single intelligent key can store data on fingerprints for designed to encourage a user to properly locate and position 

multiple authorized users, differentiate between authorized his finger over the scanner by a raised ridge which partially 

and unauthorized users, and store the fingerprint of an surrounds the embedded scanner. The intelligent key also 

unauthorized attempted user for law enforcement purposes includes keyed cuts in one edge to operate mechanical 

to provide a previously unattainable level of security for the 65 tumblers of the lock, and can also include color-coded light 

automobile. When such an intelligent key is connected to a ^e'in it ting^dio 'de^as a user friendly interface for clarity'of 

key-lock controller through an electromechanical locking ?ope?atlion: ^ 



04/07/2004, EAST Version: 1.4.1 



6,078,265 

3 - - 4 J* • r - lr 

The memory stores a database which includes biometric bmldiag^iroMWlMMfiabmet^sS W^^a^^pox, .etc.. ortto 

data which is only used internally in the key and cannot be controLand CTaDt^ac^es s 

read out, and associated user profile identification data secure^syslej^^ conce rns seen reUr 

which is read from the database during a successful corre- secret matters! ' ^ 

lation operation. Tne memory can also store data on the 5 The function of the intelligent key 11 is to scan an<F 

fingerprint of an attempted unauthorized user for law correlate the minutia patterns of an individual's fingerprint 

enforcement purposes. against one or more patterns of fingerprints previously 

The security system can be an integral part of a general stored within the key and then transmit a data profile of the 

security system or computer control system of the motor use to the key-lock controller 13. 

vehicle. 30 ^ suitable scanner device or chip for utilization in the 

In alternative embodiments, the security system can con- intelligent key of the present invention is the scanner chip 

trol and grant access to a secure area, or to a secure database. which is available commercially from Verdicom, Inc., 2338 

A separate key programming system is located at a central Walsh Ave., Santa Clara, Calif. 9505 1 , and which utilizes the 

programming location, and is used to initialize and change technology described in U.S. Pat. No. 5,668,874 and also in 

data stored in the memory. The separate programming 15 U ' S - Pat « No - 5,799,092, assigned to Lucent Technologies, 

system includes a microcontroller, a random access memory, mc - 

a keyboard for input of alphanumeric data, a fingerprint The intelligent key U includes all electronic components 

scanner, a key receptacle for inserting an intelligent key to functions necessary to scan a fingerprint, analyze and 

program, a power/data interface to interface with the key, 2Q correlate the fingerprint data with data on one or more 

and a temporary memory which stores user data during fingerprints previously stored in a memory therein, and to 

programming but is erased after programming of the intel- transmit an encoded signal based upon a successful corre- 

ligent key. lation and match of that data to the key lock controller 13. 

The intelligent key 11 may optionally contain color-coded 

BRIEF DESCRIPTION OF THE DRAWINGS 25 indicating devices such as red and/or green light emitting 

Tbe foregoing objects and advantages of the present f od ™ as a user Mendl y interface for clarit y of 

invention for a fingerprint identification security system may °P era on - 

be more readily understood by one skilled in the art with WhcD a uscr inscrts ^ intelligent key 11 into the lock 12, 
reference being had to the following detailed description of P ower 15 P r0Vlded to the key from the automobile battery 
several preferred embodiments thereof, taken in conjunction 30 *»o or more electrical contacts 17 on the key 
with the accompanying drawings wherein like elements are (wherein one electrical contact might be ground) and match- 
designated by identical reference numerals throughout the m & electrical contacts 18 in the lock mechanism 12, thereby 
several views, and in which- providing electrical power to and activating the electronic 
FIG. 1 illustrates a first embodiment of a security locking °1 MgeDt starting *" scanning 

system pursuant to the present invention which comprises * ^ f m a C ° rr ? lat ™ 

/ \ , , • - «• * 1 , . . i a match, an encoded data signal is transmitted from the key 11 

tour main elements, an intelligent key, a rotating lock ,« ... 4 c ■ , « i 4 4 + 0 iL •_ .i ; i 

« . , , \ .I. A . « ■* i_ through the set of electneal contacts 17-18, through the lock 

mechanism, a key-lock controller, and an over-nde switch. n . , , , . „ u- u .u J? 

J ' 12 to the key-lock controller 13, which then enables normal 

FIG. 2 is a functional block diagram of a separate key operation of the vehicle. If no correlation match is found, the 

programming device which can be used to initialize data vehicle is not enabled to function. 

contained in the key or change the data as and when ^ factions of the lock 12 are: to provide power and 

required. data pat j^ yia matcnmg contacts 17-18, to enable the 

FIG. 3 illustrates the main mechanical features and func- intelligent key 11 to operate and to communicate with the 

tions of the intelligent key. key-lock controller 13; to provide a usual mechanical lock- 

FIG. 4 represents a functional block diagram of the 45 ing action by keyed cuts 19 on the blade 33 of key 11 

internal electronic components of the intelligent key. cooperating with matching mechanical tumblers in the lock 

FIG. 5 illustrates the rotating lock mechanism. 12 ' and also to generate logic signals to indicate the position 

FIG. 6 is a functional block diagram of the internal °J the J° ck mechanism to the key lock controller 13, as 

electronic components of the key-lock controller. described m greater detail herembelow. Hie lock 12 requires 

50 a key to be inserted therein by a person with an authorized 

DETAILED DESCRIPTION OF THE DRAWINGS fingerprint and then rotated to one of several common 

positions, e.g. accessories on, ignition on, and start ignition. 

Referring to the drawings in detail, FIG. 1 illustrates a Rotation of the key may optionally be inhibited by an 

key-lock operated intelligent security system utilizing a electromechanical release which is only activated by a 

fingerprint of an individual to control access to a lock such 55 successful fingerprint scan operation, 

as an automobile ignition switch. The intelligent security An attempt by an unauthorized user of the intelligent key 

system is provided for a motor vehicle in the form of an will simply fail to activate any functions of the vehicle 10. 

automobile 10, and includes four main elements, an intelli- Breaking the lock by force and attempting to rotate the 

gent key 11, a rotating lock mechanism 12, a key-lock ignition switch or short the wires together will also fail since 

controller 13 which performs normal ignition switch func- 60 a properly encoded data signal is required to be received by 

tions in the automobile, and an over-ride switch 14, inter- me keylock controller 13 to enable proper operation of the 

connected by cables 15. automc^SeT 

In alternative embodiments, the motor vehicle could be The function of the key-lock controller 13 is to decode the 

any type of motor vehicle such ta as r a"tiU^ data signal from the key, and to enable normal control 

boat, snowmobile,,etc^ 65 functions such as starting of the automobile. The normal 

present invention could be* utilized in alternative" embodi- functions of an ignition switch are performed by the key- 

ments to control and grant access to a secure area such as a lock controller 13 which is connected to the automobile by 
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a vehicle interface 16 of the key-lock controller. The key- technology disclosed in U.S. Pat. No. 5,668,784 and U.S. 

lock controller 13 is preferably placed in the vehicle in a Pat. No. 5,799,092, and also other associated electronics 

location where it would be very difficult and time consuming components as described herein. 

for a criminal to bypass its intended operation. The handle 31 is economically designed to force the user 
While the subject invention described herein is indepen- 5 ( 0 properly locate and position his finger over the scanner by 
dent of any existing system in the vehicle, it may optionally a raised ridge 32 which surrounds the scanning chip 37. The 
be designed to be part of a general security system or blade 33 of the key contains standard keyed cuts 19 in one 
computer control system of the vehicle. edge to operate the mechanical tumblers of the lock 12. The 
The over-ride switch 14 is connected to the key-lock blade of the key also includes asymmetrical grooves 35 to 
controller 13, and is used to temporarily disable the system 10 prevent a user from placing the key upside down in the lock, 
when necessary, such as during valet parking or for Two or more electrical contacts 17 are located on opposite 
mechanical repair of the vehicle. The over- ride switch 14 sides of the blade 33 to conduct power to the key and also 
may be activated only after an authorized user has operated to communicate data from the key when it is inserted into the 
the key 11. While deactivation of the over- ride switch 14 lock. The intelligent key 11 may optionally contain color- 
would normally be accomplished by an authorized user, 15 coded indicating devices, such as red and/or green light 
some embodiments of the subject invention may enable the emitting diodes (LEDs) respectively 38,39, as a user friendly 
over-ride switch 14 to be deactivated by a programmed interface for clarity of operation. 

time-limit or number-of-key-operations-limit. FIG. 4 illustrates a functional block diagram of the 

FIG. 2 illustrates a separate key programming device or internal electronic components of the intelligent key 11. The 
system 20 which is usedlo initialize data stored in the key 20 scanner chip 37 is interfaced to a microcontroller 42 which 
or changes in the data' as or when required. The program- controls the operation of the scanner and reads data from the 
ming device 20 is not required by the authorized vehicle user scanner into a temporary memory 43. The data in the 
in everyday operation; therefore, it could be used at a central temporary memory 43 is then correlated against data stored 
programming location such as by an automobile dealer, in an authorized user database in a RAM memory 44. The 
locksmith or key retailer. Security of the programming 25 database includes biometric data 44A, such as data on 
operation can be maintained through a combination of fingerprints of authorized users, which is only used inter- 
measures such as by controlled production and distribution nally in the key and cannot be read out of the key, and 
of serially numbered programmers, a dealer or operator associated user profile identification data 44B, such as data 
Personal Identification Number (PIN)> a valid programmer on each authorized individual user, e.g., user 1, user 2, etc., 
fingerprint identification to enable operation of the key 30 user preferences, restricted time access versus unrestricted 
programming device 20, and the vehicle user fingerprint of time access to the automobile, etc., which is read from the 
previously programmed keys. key database during normal programming correlation opera- 

The key programmer 20 contains a microprocessor or ^ons. If a correlation match occurs, the user profile data is 
microcontroller 21, a random access memory (RAM) 22, a 35 encoded or encrypted by the microcontroller 42, using 
keyboard 23 for input of alphanumeric data, a fingerprint common encoding or cryptographic techniques, and trans- 
scanner 24 for validating the programmer operator and for milted through a power/data interface 45 which is performed 
entering data on new authorized users of the intelligent key, Dv the matching electrical contact sets 17-18. The function 
a key receptacle 25 for inserting an intelligent key to °f toe power/data interface is to separate power and data 
program, a power/data interface 26 to interface with the key, 4Q which share a common two-wire bus. 
and a temporary memory 27 which stores user data during A preferred embodiment of the present invention pro- 
programming but is erased after key programming. cesses data on fingerprints in the key to minimize the amount 

The only fingerprint data which is maintained in the of data transmitted from the key to the key lock controller, 
programmer 20 is the data for an authorized programming Alternative embodiments might utilize the microcontroller 
operator as long as it remains valid for a particular operator. 45 m ^ e kev lock controller to process fingerprint data. 
The operator data can be changed only when additional The present invention provides a distributed data process- 
factors are entered such as a PIN number, an authorized ing system wherein the microcontroller in the intelligent key 
dealer PIN number, an authorized fingerprint of an autbo- and the microcontroller in the key-lock controller share data 
rized programming operator, etc. processing functions. Alternative embodiments might differ 

Some embodiments of the present invention may include 50 oa tne precise data processing functions provided by each 

a portable programming device 20 to be used by the vehicle microcontroller. 

owner for limited programming of certain options available When the key 11 is inserted into the lock 12, power for the 
to the owner exclusive of making a new key, such as key is available at lead 47 through the power/data interface 
programming a new authorized user, or limiting authorized 45 to enable operation of the intelligent key 11. The key 11 
access to the automobile. For example, a parent might want 55 then begins scanning for a fingerprint of an authorized user 
to restrict the authorized hours of access that a child has while the user is gripping the key and starting to turn it in the 
access to the automobile. Other embodiments of the subject lock. The identification process is fast enough to be trans- 
invention might include an input/output device permanently parent to the user. 

connected to the key-lock controller, such as on the FIG. 5 illustrates the rotating lock mechanism 12 which 

dashboard, for the purpose of limited programming of 60 has a fixed housing 51 and a rotating tumbler mechanism 52. 

certain options available to the owner exclusive of making The lock 12 includes all of the standard features of a rotating 

a new key. lock with the addition of electrical contacts 18 for connec- 

nG. r 3-illustrateSntoe-m^ tion to the electrical contacts 17 of the key 11. A standard 

intelligent H^ j^^^ a ■ tumbler mechanism 52 comprises spring loaded pins 53 

1 ^ ■ nn " 1 ^^S^fe^feB^^'S^^f^^' 0 ^ ls 65 wnicn » when properly aligned by the insertion of a matching 



key 11, allow rotation of the tumbler mechanism 52 by the 
inserted key, which rotates a switch 58 to provide logic 
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signals to the key-lock controller 13 to indicate the rotational 
position of the tumbler mechanism 52. The electrical con- 
tacts 18 provide a connection between the electrical contacts 
17 on the key 11 and a connector 56 on the lock assembly 

12 through a power/data connection 57. The connector 56 
provides the electrical connection to the key lock controller 

13 as illustrated in FIG. 1. 

An alternative embodiment might include an electrome- 
chanical locking solenoid to prevent rotation of the tumbler 
mechanism 52 until after a successful fingerprint correlation 
and match by the key 11. 

FIG. 6 illustrates a functional block diagram of the 
internal electronic components of the key-lock controller 13. 
The key-lock controller 13 interfaces to the lock mechanism 
12 through a power/data interface circuit 45, which connects 
to the key-lock 12 through a cable 15 to supply power from 
a power supply circuit 65 through the lock 12 to the key 11 
and to return the encoded data signals to the microcontroller 
42. The power supply 65 also supplies power at 67 to the 
key-lock controller 13. The microcontroller 42 decodes the 
data, validates the data by standard decoding or crypto- 
graphic techniques, and if the validation is successful, 
transmits the proper control signals to the vehicle ignition 
system to start and operate the vehicle through the vehicle 
interface 16, which could be implemented as electrome- 
chanical relays or solid state power control devices, i.e. 
transistors or silicon control rectifiers. 

The vehicle interface 16 can be connected directly to the 
vehicle starting components, starting system, ignition 
system, etc., or through a vehicular computer controller or 
security system if built into the vehicle. The specific imple- 
mentation would be particular to the vehicle manufacturer. 
An alternate embodiment could integrate the key-lock func- 
tions directly into the vehicular computer controller or 
security system built into the vehicle. 

While several embodiments and variations of the present 
invention for a fingerprint identification security system are 
described in detail herein, it should be apparent that the 
disclosure and teachings of the present invention will sug- 
gest many alternative designs to those skilled in the art. 

What is claimed is: 

1. A key-lock operated security system utilizing a finger- 
print of an authorized user to control access to the security 
system comprising: 

a. an intelligent key comprising a mechanical key having 
an enlarged base end to be grasped between a thumb 
and forefinger of an authorized user and a narrow blade 
extending from the enlarged base end which can be 
inserted into and rotate a lock, said intelligent key 
having a fingerprint scanning means embedded in the 
surface thereof, and further having a microcontroller 
and a memory to provide an intelligent key for scan- 
ning and distinguishing between different fingerprints 
entirely within the intelligent key, wherein the scanning 
means is interfaced to the microcontroller which con- 
trols operation of the scanning means and reads data 
from the scanning means, to scan and correlate the 
minutia patterns of an individual fingerprint against one 
or more patterns of finger fingerprints of one or more 
authorized users of the security system stored within 
the memory, such that fingerprint recognition is per- 
formed entirely within the intelligent key, and the 
intelligent key having a data transmission means for 
transmitting encoded data signals indicating control 
functions in the security system; 

b. said lock mechanically interfacing with the intelligent 
key when the intelligent key is inserted into the lock; 
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c. a key-lock controller for receiving and decoding the 
encoded signals from the intelligent key and in 
response thereto, controlling security functions of the 
security system. 

2. A key-lock operated security system as claimed in 
claim 1, wherein the security system is installed in a motor 
vehicle to operate and control the ignition system of the 
motor vehicle, and the key-lock controller controls ignition 
switch functions of the motor vehicle. 

3. A key-lock operated security system as claimed in 
claim 2, wherein the lock comprises a rotating lock mecha- 
nism. 

4. A key-lock operated security system as claimed in 
claim 3, wherein the rotating lock mechanism generates 
logic signals to indicate the rotational position of the lock 
mechanism. 

5. A key-lock operated security system as claimed in 
claim 2, further including an over-ride switch connected to 
the key-lock controller which is used to temporarily disable 
the security system such as during valet parking or for 
mechanical repair of the motor vehicle. 

6. A key-lock operated security system as claimed in 
claim 2, wherein user profile data is coded by the micro- 
controller to form the data signal which is transmitted to the 
key-lock controller, which decodes the data signal. 

7. A key-lock operated security system as claimed in 
claim 6, wherein the key-lock controller includes a micro- 
controller which decodes the data signal, and transmits 
control signals to the vehicle ignition system to start and 
operate the motor vehicle. 

8. A key-lock operated security system as claimed in 
claim 1, wherein the security system controls and grants 
access to a secure database. 

9. A key-lock operated security system as claimed in 
claim 1, wherein electrical contacts are positioned on oppo- 
site sides of the intelligent key to conduct electrical power 
to the key and also to communicate the data signal from the 
key, when the key is inserted into the lock. 

10. A key-lock operated security system as claimed in 
claim 1, wherein the handle of the intelligent key is ergo- 
nomically designed to encourage a user to properly locate 
and position his finger over the scanning means embedded 
in the surface of the key by a raised ridge which partially 
surrounds the embedded scanning means. 

11. A key-lock operated security system as claimed in 
claim 1, wherein the scanning means comprises a solid state 
scanner chip which is embedded into the surface of the 
handle of the intelligent key. 

12. A key-lock operated security system as claimed in 
claim 1, wherein the intelligent key includes keyed cuts in 
one edge to operate mechanical tumblers of the lock. 

13. A key-lock operated security system as claimed in 
claim 1, wherein the intelligent key includes color-coded 
light emitting diodes as a user friendly interface to prompt 
a user to correct action and for clarity of operation. 

14. A key-lock operated security system as claimed in 
claims 1, wherein the memory stores a database which 
includes biometric data which is only used internally in the 
key and cannot be read out of the key, and associated user 
profile identification data which is read from the database 
during a successful correlation operation. 

15. A key-lock operated security system as claimed in 
claim 1, wherein the intelligent key has electrical contacts, 
and the lock has electrical contacts which contact the 
electrical contacts on the intelligent key when the intelligent 
key and is inserted into the lock, to form the data transmit- 
ting means to enable the data signals to be transmitted from 
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the intelligent key through the electrical contacts on the 
intelligent key and in the lock, and to provide electrical 
power to the scanning means, the microcontroller, and the 
memory of the intelligent key. 

16. A key-lock operated security system as claimed in 
claim 15, wherein the intelligent key includes a power/data 
interface means, connected to the electrical contacts, for 
separating electrical power supplied to the intelligent key 
and communication data signals. 

17. A key-Lock operated security system as claimed in 
claim 15, wherein the key-lock controller includes a power/ 
data interface means for separating electrical power supplied 
to the key-lock controller and communication data signals. 

18. A key-lock operated security system as claimed in 
claim 1, wherein the memory also stores data on the finger- 
print of an attempted unauthorized user for law enforcement 
purposes. 

19. A key-lock operated security system as claimed io 
claim 1, further including a separate key programming 

. system which is used to initialize and change data stored in 
the memory. 
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20. A key-lock operated security system as claimed in 
claim 19, wherein the separate programming system is 
located and used at a central programming location. 

21. A key-lock operated security system as claimed in 
claim 19, wherein the separate programming system 
includes a microcontroller, a random access memory, a 
keyboard for input of alphanumeric data, a fingerprint 
scanner, a key receptacle for inserting an intelligent key to 
program, a power/data interface to interface with the key, 
and a temporary memory which stores user data during 
programming but is erased after programming of the intel- 
ligent key. 

22. A key-lock operated security system as claimed in 
claim 1, wherein the security system is an integral part of a 
general security system or computer control system of the 
motor vehicle. 

23. A key-lock operated security system as claimed in 
claim 1, wherein the security system controls and grants 
access to a secure area. 



20 



04/07/2004, EAST Version: 1.4.1 



